Discrete Logs I

Given:

r ,nand(z* mod n)

It 1S difficult to work outa.

Needs abou{/n operations ifn chosen
carefully. Typicallyn ~ 10%.

At 10'Y operations per second thatlig'4°
seconds. That is about
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centuries.



Diffie-Hellman I

. Alice and Bob agree anandn Iin
public.

. Alice and Bob choose large random
numbers: andb.

. Alice tells Bobz®*mod n.

. Bob tells Alicexz’mod n.

. Alice works out(z’mod n)® = 2%

mod n.

. Bob works ou{z®mod n)® = 2%

mod n.




Alice

Crowded

Room

Bob

Agree:x, n

Chooseu

Shout:

z°mod n

Calculate:

%mod n

Agree:x,n

Choosed

Shout:

2’mod n

Calculate:

2% mod n




Binary I

17,0 10001,
2310 10111,
400 101000,

In n binary digits pits) you can count from
0to 2" — 1. That is2” different
possibilities. We'll need that later.




Monte Carlo Integration I

If you want to integrate a functiofi over
some are&l then pick random points; In
A and:

/Af(x) dr ~ \A[nle

The more points the better (hopefully).
Good for odd shaped and hard to
Integratef.




Sample C Generator I

unsigned long next =1,

int rand(void)

{
next = nextk 1103515245 + 12345;
return (next/65536)%32768;

void srand(unsigned int seed)

{

next = seed:




Working mod 2 I

0 1
0 1
1 0

0 1
00 O
110 1

Note that+1 = —1. This means if
2 +x+1=0thenz? =z + 1.




Primitive Polynomials I

Max length sequence faf® + = + 1 = 0.

|

T
72
x4+ 1
T2+ 7

r 4+ 1+ 2°
r+1+2°+1

r+1+x

Look at coefficient of:?:

0010111 0010111 ...
N—_— e N—_——




Max Length Sequences I

0010111 0010111 . . .

How often does each pattern occur?

0 1 00 01 10 11 00
3 4 1 2 2 2 0

001 010 100 O11 110 101 11
1 1 1 1 1 1 1

Looks good from a statistical point of vie




If we use:

P4t +1=0

we get the sequence:

11111110111000111011010001111110011011011001 00011011111

0101001001010011010011110000010010000101000101110111100
1001110000110001100111010010110111010110101011000100010
0110000100000010110011001010111001111100010101010000011

01011110110000000011110100001110010
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Random Points in a triangle?l

1. Set; = 0 and

B =

2. Let: =i+ 1 andn = rand()mod 3.

3. Get your newP; by:

an + ﬁi—l
9 .

B -

4. Go to Step 2.
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If you plot the points they actually looks
like this:
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Measures I

Mathematical way of looking at

probability. We have a probability function
p SO that:

p : Sets— |0, 1].

p(E) is the probability of something in set
E “happening”. Given some sets

Ey, Es, Es, ... we want to be able to work
out:

p(EY)
p(E1UE2UE3)
p(ElmEzﬂEg)

13



We would also like these to make sense afg
probabilities. So we want things like:

p(Whole sef = 1

p(Empty set = 0

providing theFE,, don’t overlap.
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Probabillity for a 6 sided die I

p({}) = §.

p({1}) =
p({6}) =
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p({1,6})
)
)

p({2}) = §.p({3}) = 5.p({4}) = 5. P({5}) = §.
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Bits of State I

If your number generator has onlybits of
state then your program can have at most
2™ different ways it can run.

Lotto Quick Pick:

42!
—— = 5245786
6!36!

Requiredog,(5245786) ~ 23 hits.

Shuffling Cards:
52! = 8.0658 ... x 10%7

Requires aboubg, (52!) ~ 226 bits
(29 bytes).
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Shuffling Election votes: Forn votes we
need about this many bits:

log,(n!) Z log,(m)

A / log,(m) dm
1

~ nlogy(n)

For 1,000,000 votes that is about 20
million bits - or about 1.25MB!
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