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Introduction

•WhyIPv6wasdesigned.

•IPv6Addressing(format,typesandpolicy).

•HowIPv6interactswithotherlayers.

•Transitionmechanisms.

•ThecurrentstateofIPv6.
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IPv4:Late80s/Early
90s

•Hostswentfrom10,000to100,000between
1987to1989.

•IPspacewasclassful(126classAof16Mhosts,
16KclassBof64K,2MclassCof253).

•Concernaboutroutingandaddressing.

•By1993,peoplereckonedtherewas¡1yrworth
ofaddressspaceleft.

•LeadtoCIDRClasslessInterdomainRouting.
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CIDR

ClassA,BandChadnetwork/hostboundary.
CIDRputstheboundaryonanybit.

NetFirstaddrnetmaskprefixlen

MIT18.0.0.0255.0.0.0/8

TCD134.226.0.0255.255.0.0/16

School87.32.0.0255.240.0.0/12
Requiredupdatingroutingprotocolstostoreprefix
lengthandsomeTCP/IPstacks,whichassumed
netmasks
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NAT

Networkaddresstranslationmadeitpossibletouse
feweraddresses.Idea:rewriteaddressesusing
rules.Allowsuseofprivateaddressspace.

•Connectionfromprivateblockismade.

•Allocatepublicaddress/ports,recordinrules.

•Outgoingpacketshaveprivateaddress/port
replaced.

•Incomingpacketshavepublicaddress/port
replaced.
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IPv4Today

CIDRandNAThaveboughtmoretimethan
expected.HasgivenIPv6(toomuch?)timetogrow.

ProblemswithIPv4Internet.

•Security(spam,viruses,botnets,exploits,...)

•Routing(scalability,stability,multihoming)

•NAT(inhibitor,robustness,performance,cost)

•Politics/Market(scarceresources)

•...
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Longertermsolution:
IPv6

•1993proposalssoughtforsuccessor(IPng).

•SeveralproposalsmergedtogetIPv6ideaby
1995.

•Standardisationcontinuestotheday,likeIPv4.

•Mainlyreplacesthelayer3intheOSImodel.
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OSILayers

LayerNameDescriptionExample

7ApplicationApplicationsandassociatedprotocolsHTTP

6PresentationDatasyntaxandsemanticsXDR

5SessionSessionmanagementforapplications

4TransportPacketisation,retransmission,...TCP

3NetworkHowsubnetsinteroperateIP

2DataLinkManagementofinterfaceEthernet(upperlevel)

1PhysicalPhysicaloperationofthemediumEthernetoverUTP

KeepTCP,UDP,HTTP,....JustreplaceLayer3.

Needtoupdatethegluethough.
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Majorchanges

•Biggeraddresses(128bitfrom32).

•Betterextensibility(extensionheaders).

•Builtinautoconfiguration(DHCPandPPPstill
possible).

•MandatoryIPsec.

•Moreintegratedmulticast.

•ARPreplacedwithNeighbourDiscovery.
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Addresses

•Compromisebetweenvariableand64bit.

•128bitaddresses:340282366920938463463374607431768211456,

•Inpracticeyouloosespacetostructure(see
RFC3194).

•64bitsnetwork,64bitshost,CIDRfor
aggregation

•Writtenin8hexquads,

•Severalshortcutsallowed.
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Examples

•2001:0770:0010:0300:0000:0000:86e2:510b

•2001:770:10:300:0:0:86e2:510b

•2001:770:10:300::86e2:510b

•2001:770:10:300::134.226.81.11
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StructuredAddresses

•2001::/16=Chunkofproductionaddressspace

•2001:770::/32=HEAnet(ISPprefix)

•2001:770:10::/48=TCD(organisationprefix)

•2001:770:64:200::/56=CS(deptprefix)

•2001:770:64:200::/64=CS(subnet)
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SpecialAddresses

::Unspec

::1localhost

fe80::/10blocklink-local

fec0::/10blocksite-local(deprecated)

ff00::/8blockmulticast

Multipleaddressesoneachinterface.
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Destinations

UnicastDestinedtoasinglemachine(normal).

BroadcastDestinedtoallmachines(ARP).

MulticastDestinedtoallinaparticulargroup(IP
TV,ND).

AnycastDestinedtoanyoneofaparticulargroup
(DNSRoot,6to4).
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Autoconfiguration

Addressesformedfromnetworkprefix+hostid.

1.Findhost-idandformlink-local.

2.Checkunique.

3.Multicastroutersolicitationtogetprefix(es).

4.Formglobaladdress(es).

5.Duplicateaddressdetection.

6.Manual,DHCPv6andprivacyaddressingalso
possible.
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AddressScope

IPv6allowslink-localoneachinterface.Howdoesit
knowwhich?

Mustspecifyaddressscope—forlink-local
typicallyuseinterfaceID.
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Example

Flip universal/local bit.

8b 50c8e676 fffe

008bc8e676

02

0250

50

8bc8e676

Insert fffe to make 64 bits.

%ifconfig-a

lo0:flags=8049<UP,LOOPBACK,RUNNING,MULTICAST>mtu16384

inet6::1prefixlen128

inet6fe80::1%lo0prefixlen64scopeid0x3

inet127.0.0.1netmask0xff000000

xl0:flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST>mtu1500

ether00:b0:d0:f4:c6:c5

inet6fe80::2b0:d0ff:fef4:c6c5%xl0prefixlen64scopeid0x1

inet147.252.43.5netmask0xffffff00broadcast147.252.43.255

inet62001:770:68:1ff:2b0:d0ff:fef4:c6c5prefixlen64autoconf

18



IPv4Header

VersionHeadLenToSTotalLength

4bit4bit8bit16bit

IDFlagsFragOffset

16bit3bit13bit

TimetoLiveProtocolHeaderChecksum

8bit8bit16bit

SourceAddress(32bit)

DestinationAddress(32bit)

Options—variable
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IPv6header

VersionTrafficClassFlowLabel

4bit8bit20bit

PayloadLengthNextHeaderHopLimit

16bit8bit8bit

Source

Address

128bit

Destination

Address

128bit
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HeaderDifferences

•Biggeraddresses.

•Dropuncommonlyused(frags,IPopts).

•Dropunneeded(headerlen,checksum).

•ToS→TC,TTL→HL,Protocol→NH.

•Alignmentto64bits,minlengthfrom20Bto
40B.

•Newflowlabel.
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ExtensionHeaders

Chainingheaderstogether:

IPv6headerRoutingheaderTCPheaderanddata

NextHeader=43NextHeader=6

Terminaltypes(6=TCP,17=UDP,58=ICMPv6,
59=NoNextHeader).

Extensionheaders(0=Hop-by-HopOptions,43=
Routing,44=Frag,60=DestinationOptions).Also
AuthenticationandEncapsulatedSecurityPayload.
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HeadertypesubtypeRFC

Hop-by-Hopoptions

Padding2460

Routeralert2711

JumboPayload2675

Destinationoptions

Padding2460

Bindingupdate3775

Bindingacknowledgement3775

Bindingrequest3775

HomeAddress3775

Routingheader

Type02460

Mobility

Fragmentheader2460

Authenticationheader2402

ESPheader2406

Options:skip,drop,drop&sendICMPv6parameter

problem,dittoifnotmulticast.
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ICMPv6

ICMPcloselytiedwithIP⇒newversion.

•Ping,errorreporting,redirects,PMTU.

•Router/Neighboursolicitation/advertisement.

•Neighbourdiscovery:droppingARP.

•ProvidesDuplicateAddressDetection,
NeighbourUnreachabilityDetection.

•Alsoprovidesconfiguration/reconfiguration
(routers,lifetimes,MTUs,routes).

NDdetailslargelydefineinteractionswithlayer2.
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Interactionswithupper
layers

•TCP/UDPrequireapseudo-headerto
checksum.

•Somespecialfeaturesforjumbograms.

•InteractionswithprotocolsthatembedIP
addresses:DNS,FTP,SMTP,NTP.

•Somechangestrivial.

Recieved:from134.226.81.11...

Recieved:from[IPv6:2001:770:10:300::86e2:510b]...
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Example:DNS

•DNSmessagescarriedinTCP/UDP.Easy.

•Butkeysandrecordsrelatetoaddresses.

•A:salmon→134.226.81.11.

•PTR:11.81.226.134.in-addr.arpa→salmon

•AAAA:salmon.ipv6→2001:770:10:300::...

•PTR:...0.7.7.0.1.0.0.2.ip6.arpa→salmon.ip6

•(Admin:Newreversezonedelegatedfrom
upstream.)
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ExampleExtension:
MIPv6

Correspondent Node

From Home addr
To Corr addr

From Care of
To Corr addr
Home address opt

From Care of
To Corr addr

Home Agent

Correspondent Node

Mobile node

Home Agent

Correspondent Node

Home Agent

Pathfrommobiletocorrespondentnode.
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MobileIPv6

Correspondent Node

From Corr addr
To Home addr

From Home Agent
To Care of

Original
Packet

From Corr addr
To Home addr

Mobile node

Home Agent

Correspondent Node

Home Agent

From Corr addr
To Care of
Routing Header to Home addr

Correspondent Node

Home Agent Tunneled Packet

Pathfromcorrespondenttomobilenode.
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TransitionMechanisms

•LargeIPv4network,wantIPv6network.

•IPv4onlyhardware,softwareandpeople.

•HowtogetIPv6workingaroundthis?

•AlotofeffortonTransitionMechanismsfor
gettingIPv6working.

•Broadstrategies:dualstack,tunnelling,
translationandproxies.
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MethodSummaryType

Dual-stackRunIPv4andIPv6onnodes.DS

DSTMDual-stack,butdynamicallyallocateIPv4addressesasneeded.DS

ConfiguredtunnelVirtualpoint-to-pointIPv6linkbetweentwoIPv4addresses.Tun

AutomatictunnelAutomaticencapsulationofIPv6packetsusing“compatibleaddresses”.Tun

6to4Automaticassignmentof/48networktoeachpublicIPv4address.Tun

TeredoIPv6inUDPthroughaNAT.Tun

6over4UsingIPv4asalinklayerforIPv6,usingIPv4multicast.Tun

ISATAPUsingIPv4asalinklayerforIPv6,usingaknownrouter.Tun

SIITRulesfortranslatingIPv6packetsstraightintoIPv4.Tran

NAT-PTUsingSIITtodoNATwithIPv4ononesideandIPv6ontheother.Tran

TRTTranslatingIPv6toIPv4attheUDP/TCPlayer.Tran

BISUsingSIITtodomakeIPv4applicationsspeakIPv6.Tran

BIAUsingaspeciallibrarytomakeIPv4applicationsspeakIPv6.Tran

ProxiesUsingapplicationleveltrickerytojoinIPv4toIPv6networks.Prox
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DualStack

•HaveIPv4andIPv6onthemachine.

•DobothIPv4/IPv6dependingonwhatpackets
arrive(eg.tryautoconfig).

•IfuserentersIPv4address,doIPv4,ifthey
enterIPv6,doIPv6.

•Ifnameisused,checkforIPv4andIPv6addr.

•UsuallypreferIPv6.

Usualcase,exceptwheresoftwareconstrainedby
resources.Allowsgradualdeployment.
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Tunnelling

•Embedded/chainedheadersisnormal.

•WhynotputanIPv6packetinanIPv4packet.

•Protocol41—IPv6inIPv4.

•Configuredtunnel:fixedIPv4addresses
betweentwopoints.

•Tunnelbrokerscanprovidetheseaddresses
(e.g.SixXS).

•Coulduseotherprotocols(teredo=
IPv6-in-UDP-in-IPv4++).
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Tunnellingquitecommon.

CouldbeusedtogetaroundIPv4onlyrouter(at
home,oncampus,inISP)orlongerdistance
(betweentworesearchgroups).

Moreexotictunnellingisalsouseful.
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6to4:IPv6fromany
publicIPv4

•6to4—veryeasy,easyconfig.

•www.xxx.yyy.zzz→2002:WWXX:YYZZ::

•Usesanycast.

•EircomandHEAnetofferrelays.
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2001:db8::1

2002:c000:0204:2::22002:c000:0204:2::1

192.0.2.4

6to4 Router

From 2002:c000:0204:2::2
To     2001:db8::1

IPv6 Packet

IPv4 Internet

IPv4 Packet containing IPv6 packet
From 192.0.2.4
To 192.88.99.1
...

...

Nearest Relay Router

IPv4 packet

192.88.99.1

Decapsulated IPv6 packet

IPv6 Internet

Source host on 6to4 Network

Destination host
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2001:db8::1

2002:c000:0204:2::22002:c000:0204:2::1

192.0.2.4

6to4 Router

IPv4 Internet

IPv6 Internet

Destination host on 6to4 Network

From 2001:db8::1
To     2002:c000:0204:2::2

IPv6 packet

Advertises route
2002::/16

To 192.0.2.4

...

From relay−router

IPv6 packet ...

relay router
Packet encapsulated by

Nearest Relay Router

IPv4 Packet Original IPv6
packet
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Translation

•DoNATliketricksinnetwork,stack,libraries.

•WillsufferfromNAT’sproblems.

•DefeatsmanyadvantagesofIPv6.

•IPv6notyetatthestagewherethisisreally
necessary?
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Proxies

•Dualstackproxiescanworkatapplication
layer.

•Eg.Dualstackwebproxy:connectIPv4/IPv6
clientstoIPv4/IPv6servers.

•Verynaturalinmanysituations(Web,DNS,
SMTP).

•Sometimesveryeasytodeploy.
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Localhistory

2000/08/03MathsupgradedtoFreeBSD4.1.

2000/08/09IharassdavewreIPv6address.

2001/03/29WithmknellmergeIPv6networks.

2002/02/06DNS/addressesallocatedbyHEAnet.

2002/06/04AAAAaddedtoproductionnames.

2002/12/20NativelyoverGigabitEthernet.

2003/07/21AAAAgluein.iezone.

2004/09/06IPv6capable.ieserver.
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2005/03/14GooglegetablockofIPv6addresses.
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CurrentIPv6Issues

•Basicsandsoftwareportinglargelydone.

•Deploymentwellunderway,thoughnot
common.

•StuckonbusinessesandsomeISPs.

•VistashouldhaveIPv6onbydefault.

•Someremainingstandardisationtobedone
(multihoming,anycast,DNSconfig).

•Addresspolicydeveloping,routingtechnically
asIPv4,butpoliciesdifferent.
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•Somefeaturesgrowingtowardsusefulness
(routeradvertisements,addressselection).

•Personalfavourite:Protocolresilience.Ifyou
screwupyourIPv4/6network,firewall,router,
thenyoucanstilluseIPv6/4togetinandfixit.

•WhatimpactwillIPv6haveonworms?Bigger
addressspace.

•Biggeraddressesalsomeanmorechoicefor
attacks,likealgorithmiccomplexityattacks.
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