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Abstract. This paper explores the idea of exposing sections of the private key in public-key cryptosystems whose security is based on the intractability of factorising large integers, such as RSA. While substantial
work has been done in the area of partial key exposure, the aim has
been to investigate the implications of inadvertant partial exposure of
the private key. We focus instead on the potential advantages of deliberately revealing portions of the private key, and so, term our scheme
“partial hiding”. Significant segments of the key are made publicly available, greatly reducing the amount of data which must be securely hidden.
This allows us to use biometric readings to protect the secret portion of
the private key. We use iris recognition with error-correcting codes for
this purpose. We propose an implementation of this system for RSA, and
consider the potential risks and advantages of such a scheme.
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Introduction

In public-key systems which rely on the intractability of factorising large numbers, it is generally recommended that private keys be of length at least 1024
bits. These private keys are securely stored and hidden from public access. In
this paper, we address the question of whether all these bits need to be secret,
or if it would be sufficient to store a portion securely and leave the remainder
publicly available. Our motiviation in doing so is to allow us to use biometrics
directly to protect private keys, as will be explained below.
Although there has been substantial work done to date in the area of partial
key exposure, it would appear that the aim of this work has been to investigate
the implications of inadvertant exposure of some part of the private key. We
term our scheme partial hiding, focusing instead on the potential advantages of
deliberately revealing portions of the private key.
While partial hiding may be advantageous in schemes which rely on the
intractability of factorising large integers for their security, the same cannot be
said for discrete-log based systems. This is because most of these schemes require
that the private key is a random number of length 160 bits. Firstly, this is not
overly large and secondly, it needs to be of this length in order to frustrate bruteforce attacks on the key. Thus, shortening it in any way would seem to leave it
vulnerable to this most basic of attacks. Ultimately, even if partial hiding was
?
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possible with such systems, the savings in storage space would be negligible and
therefore we will not consider such schemes any further.
1.1

Partial Hiding

In mathematical notation, the idea of partial hiding could be expressed by letting
P be the private key of length p, S be the bits not hidden and X be the bits
hidden. Using the exclusive-OR operation (represented by ⊕) to combine these,
we have
P = S0 ⊕ X 0 ,
(1)
where S 0 and X 0 represent bit-strings of length p, consisting partly of S or X
respectively and padded with zeros in positions where bits were extracted. For
example, if P were 10 bits long, and X consisted of the four “middle” bits, then
we would have
P = S1 0000S2 ⊕ 000X000 .
(2)
It is vital that X is sufficiently large to render a brute force attack impractical;
if an attacker has access to the public key, the algorithm and S, he should not
be able to determine the private key P by trying all possible values of X.
There are several ways in which the bits of X could be extracted from P : we
could remove the least significant bits (LSBs); the most significant bits (MSBs);
or a random scattering of bits from throughout the key. Randomly selected bits
would seem initially to give a greater level of security. However, if the bits are
randomly selected according to some secret rule, then we need to also store
their original position in the key in order to recover them later on. Storing these
positions, as well as the values of the bits, within the n bits allowance we choose
for X reduces the overall number of bits of the private key that can be hidden
thus - meaning that we could only store n/2 bits of the key and n/2 positions,
instead of n bits of the private key, which is a clear disadvantage.
There are several issues which need to be addressed in the proposed idea
of partial key hiding. The most important of these is how many bits it is safe
to expose, and exactly which bits these might be. However, it is also vital that
the “secret” portion of the private key be securely stored in such a way that
an attacker cannot gain access to it. We suggest the use of iris recognition with
error-correcting codes to overcome this problem.
1.2

Biometrics

A biometric measures an individual’s unique physical or behavioural characteristics for recognition or authentication purposes. Currently, physical rather than
behavioural characteristics are more commonly used for biometric identification.
Biometric identification is made up of two stages: enrolment and verification [16].
Enrolment refers to the process of obtaining several readings of the biometric in
question from a new user and extracting notable features to store in a template
for comparison purposes later on. Verification consists of acquiring a new reading
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from the user and comparing the result with the previously-stored template in
order to accept or reject the user.
Although we originally considered working with fingerprints, which are perhaps the most widely accepted biometric in use today, we concluded that iris
templates were better suited to our purposes. Unlike fingerprints, the iris benefits from a high level of natural protection in the body [5], being unaffected
by dirt, weather conditions, sweat and various other external influences which
can adversely affect a fingerprint reading. Although it is an internal organ, it
is externally visible, allowing for unintrusive imaging from a distance. It also
contains an intrinsic polar geometry leading to an ease of applying a natural
coordinate system that is lacking in other biometrics [4]. An in-depth report
was produced by the U.K. National Physical Laboratory in 2001 [12], following a detailed study of the performance and reliability of various biometrics. In
2.73 million cross-comparisons, there were no false matches reported for the iris
recognition technology. This impressive reliability demonstrates that the iris is
probably the most suitable biometric for use in public-key systems.

2

Related Work

The algorithm currently in use for almost all iris recognition systems was developed by John Daugman [4]. An image of the user’s eye is obtained and the iris

Fig. 1. Example of an iris image segmented using Daugman’s algorithm, with the
IrisCode (bit stream) visible in the top left corner. The image has been taken monochromatically with near-infrared illumination in the 700-900nm band at a distance of approximately 35cm. [4]

is segmented from the overall image, as illustrated in Fig. 1. An “IrisCode” is
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then calculated based on a phase sequence description of the iris. This IrisCode
is 256 bytes in length and is accompanied by a further 256 “masking” bytes
which provide information as to which bits of the image have been corrupted
and should be ignored. In order to perform iris recognition, the IrisCodes from
two irises are compared using a test of statistical independence. If two different
irises are used, this test will be passed - if two IrisCodes computed from the same
iris are compared, the test will be failed. Thus, in order to successfully identify
an individual, this statistical test needs to be failed.
The use of error-correcting codes to correct iris readings and compare them
with previously stored templates was suggested by Davida, Frankel and Matt
[6]. This scheme increases security by storing the template’s check digits along
with a hash of the template, but currently their implementation appears to lack
sufficient error-tolerance. We have proposed an enhanced version of this scheme,
which relies on Reed-Solomon codes over GF(28 ) [11]. This scheme introduces
erasures as well as errors, greatly increasing the error-correcting capacity. For
partial hiding, we use a modified iris recognition system, which uses Daugman’s
algorithm to produce the IrisCode, but relies on our modification of Davida et
al’s error-correction scheme to match the iris templates. Let x represent an iris
reading and y the secret portion of the private key. To enrol a new user, we have
x⊕y =z ,

(3)

where ⊕ represents exclusive-OR. A file is created for the user, storing z along
with the check digits corresponding to x. In order to recreate y, the user submits
to another iris reading, x0 , which we correct back to x using the check digits
stored in the user’s file. Having retrieved z from the file, we then calculate
x⊕z =y ,

(4)

and have thus restored the secret portion of the private key.
In terms of partial key exposure, Boneh, Durfee and Frankel [2] explored
several different attacks on RSA [14] following partial exposure of the private
key. Interestingly, for low-exponent RSA, they showed that the most significant
half of the bits of the private key d are automatically “leaked” and that this has
no adverse effect on security. Their results for low-exponent RSA also show that
only a quarter of the LSBs of d are sufficient for an attacker to obtain all of d.
However, Steinfeld and Zheng [17] went on to show that this result only holds
if no more than the least significant bit of p and q is equal, where p and q are
primes such that the modulus N = pq. This led them to propose a system for
low-exponent RSA in which the m LSBs of p and q are identical. In this case,
they prove that, if the system is secure with no bits exposed, it is secure if up to
2m LSBs of d are exposed. They go on to suggest that this result may be used
to some advantage to reduce the “computational bottleneck” of the decryption
operation in RSA.
Hinek, Low and Teske [7] investigate multi-prime RSA (i.e. 3 primes or more)
in relation to partial exposure of the private key. They claim that the BDF
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attack is completely ineffective for 3-prime RSA as the number of solutions is
exponential in the bit-size of the RSA modulus.
Most recently, Blömer and May presented a paper entitled “New Partial Key
Exposure Attacks on RSA” [1], in which they produce even stronger results for
RSA than those suggested by BDF. In addition, they also produce attacks on
partial key exposure in the Chinese Remainder Theorem (CRT) version of RSA
[13], suggesting that for low-exponent RSA, half the bits of dp = d mod (p − 1)
are sufficient to factorize the modulus N .

3

Partial Hiding in RSA

The latest recommendations [9] for RSA estimate that moduli of minimum size
n = 1024 bits are safe until at least 2010 against the most powerful known factorising algorithms. However, a larger key-size, such as n = 2048, is already more
appropriate for many applications. Thus, we let N = pq be an RSA modulus
of size n = log2 N = 2048 bits, with p and q each 1024 bits long. We wish to
choose a “small” exponent e, but common values previously used, such as e = 3
or e = 17, are no longer considered safe [10]. Thus, we let e = 216 + 1 = 65537.
From [2, pp 6], we know that the most significant 1024 bits of the private key,
d, are automatically “leaked” in low-exponent RSA such as this, but this does
not affect the security of the system.
We base our system on an adaptation of that proposed by Steinfeld and
Zheng [17], setting the m least significant bits (LSBs) of p and q to be equal.
They claim that if low-exponent RSA in this form is secure with no bits exposed,
then it is secure if up to 2m LSBs are exposed. Thus, if we let
m=

n
(1 − ) ,
4

(5)

with small  in a secure system, we can expose the n/2 (=1024) MSBs of d and
the (n/2)(1 − ) (= 1024 − 1024) LSBs of d and still have a secure system.
We must now determine the optimum value for . We want  < 0.5, as there is
a considerable reduction in the cost of computation if this is true [17]. However,
we also need to ensure that 2y is too large to exhaustively search for y unknown
bits of p or q, where y = (n/4).
Based on Silverman’s estimates [15] on the costs of breaking cryptographic
keys, with a budget of $10 million dollars, 256 takes < 5 minutes to crack; 280
takes 600 months; 296 takes 3 million years; 2128 takes 1016 years. Using Table
1, we reject values as low as  = 0.125, as 264 is too low for security. The current
standards for symmetric cryptography suggest to use 128 bits for AES, so a
value of  = 0.25 would provide comparable security. With this choice, we have
m = 384 and a value of 2128 , which would seem to suit our purposes well while
still being sufficiently large to be considered safe.
Thus, the 384 LSBs of p and q will be equal. In order to generate these
primes, simply find p in the usual fashion, fix the 384 LSBs of q to be identical
to p, and produce a prime q of this form [18]. This is expected to be as efficient as
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Table 1. Possible values for 
Size of N Size of p (or q) Value of  Value of m Value of 2y
2048
1024
0.5
256
2256
2048
1024
0.25
384
2128
2048
1024
0.125
448
264

the standard independent primes generation algorithm for random RSA moduli,
where each candidate for q is chosen independently of p as a random odd integer.
If we let  = 0.25, then the 1024 MSBs and the 768 LSBs of d can be exposed
for low-exponent RSA, and if the original system was secure, then this new
system should also be. This means we need to keep 256 bits securely hidden at
all times, in bit positions from 769 to 1024 inclusive, assuming an offset of 1 and
working from right to left.

4

CRT RSA Partial Hiding

While considering improvements of the RSA system, it is natural to attempt to
implement these using the Quisquater-Couvreur [13] version of RSA, which uses
the Chinese Remainder Theorem (CRT) to speed up calculations in the scheme.
In this approach, two separate quantities
dp = d mod (p − 1) ,
dq = d mod (q − 1)

(6)

are used to encrypt and decrypt each message. This means that if we have either
p or q, we should be able to recreate all the remaining information needed from
our public information. Thus, while we need to retain the values of p and q,
we cannot make these publicly known in their entirety. Therefore, both of these
values need to be at least partially hidden.
There are two main approaches to partial hiding to be considered:
1. Partially store p and q. Partially store dp and dq . Restore these hidden
portions to the “known” public portions of dp and dq each time.
2. Partially store p and q. Partially store d. Generate dp = d mod (p − 1) and
dq = d mod (q −1) each time, using both partially stored and publicly known
information.
If we consider option 1, certain restrictions must be imposed immediately; less
than 50% of the LSBs (or MSBs) of dp or dq can be made public, as there is
an attack on low public exponent CRT RSA [1] if more than this amount is
exposed.
If we deal with an RSA modulus of size n = 2048, then p and q are of length
1024 bits and dp and dq are approximately this size also. The 384 LSBs of p and
q are identical in our system; the 640 MSBs are not. However, Coppersmith [3]
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describes a method of factoring N given the MS half of the bits of p. Thus, it
would appear to make sense to securely hide the 640 MSBs of p and q using the
iris template. We must also store over half of the bits of dp and dq , which means
that, in total, we would need to store over 2304 bits of data in this scheme. If we
wish to use iris templates to encrypt this data, we encounter problems at this
point, as an iris template consists of only 2048 bits of data, and so a direct XOR
with the RSA information is not possible. Thus, we can only continue with this
particular approach if we reduce the size of our modulus and deal with 1024-bit
RSA in place of 2048-bit RSA, or possibly consider other biometrics.
If we turn our attention now to the second approach, we again choose to
partially hide the 640 MSBs of both p and q. As suggested above for RSA, we
store only the 256 “middle” bits of d, which gives us a total of 1536 bits to be
stored, which could easily be hidden by XORing with an iris template.
We must now consider whether we have introduced additional vulnerability
to the system by partially revealing p and q, and if so, to what extent this affects
the overall system. As before, bits 1-768 and 1025-2048 of d are made public,
with only bits 769-1024 securely hidden. We are proposing to reveal bits 1-384
of p (and q). If it is possible to determine either the least significant half or the
most significant half of the bits of dp as a result, then our system is not secure.
p is prime, so the least significant bit of p will always equal 1. Thus, to
obtain (p − 1), we must simply change this least significant bit to 0. Let p0 be
the 384 LSBs of p that are publicly available. We now show in a general way
that there is no clear link between the LSBs of a random number, x, calculated
mod(p − 1) and mod(p0 − 1). This ensures that the LSBs of dp could not be
directly calculated from the partial knowledge of p and d that we have exposed.
Let
p = t(2384 ) + p0 ,
(7)
where p and t are not publicly known. Clearly, this means that
p − 1 = t(2384 ) + p0 − 1 .

(8)

If we now choose a random value x, larger than (p − 1), we can calculate x mod
(p − 1) and x mod (p0 − 1) and observe if there are any similarities in the LSBs.
Now let
a = x mod (p − 1) = x − k(p − 1)
b = x mod (p0 − 1) = x − k 0 (p0 − 1) ,

(9)
(10)

a − b = (k 0 − k)(p0 − 1) − kt(2384 ) .

(11)

for some k, k 0 . Thus,

Clearly, kt(2384 ) only affects the MSBs. The LSBs are controlled by (k 0 − k)(p0 −
1). As we know p0 , we also know k 0 , but k is unknown and unguessable provided
x is significantly larger than (p − 1). Thus, the LSBs of a and b differ by the
product of (p0 − 1) and a pseudo-random integer (k 0 − k). Provided that this is
large enough, it cannot be guessed or found by some brute force approach.
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These calculations are done knowing the entire value of x, but in CRT RSA,
an attacker would have only a portion of d, making these calculations even more
uncertain. Thus, the LSBs of dp cannot be directly calculated in this fashion.

5

Attacks on Partial Exposure

The most basic attack on partial hiding in RSA consists simply of a brute force
approach, where an attacker tries all possible combinations for the hidden portion
of the private key, d. We are proposing to hide bits 769-1024 of a 2048-bit d. This
means that only 256 bits must be uncovered to break the system. However, an
attacker would need to calculate the values of all 256 of these bits before being
in a position to judge if any were correct. We believe that the parameters we
have chosen for this system are secure under current computing power.
Our scheme is not vulnerable to any of the attacks mentioned in [2], as
it is based on the Steinfeld-Zheng system, which is resistant to these attacks.
However, Blömer and May [1] produced a paper recently which contains several
attacks which may be applicible to such a scheme, depending on the parameters
used. We will now look at each of the relevant attacks in detail and discuss
whether they might pose a threat to the system we have proposed.
5.1

Blömer-May Attack 1
7

We begin with the “strongest” attack, which works for all e < N 8 . In order for
this attack to work, a certain portion of the LSBs of d must be exposed. Blömer
and May work with a modulus N of bit-size n = 1000 and use varying bit-sizes
of 300, 400 and 500 bits for e. This means that a minimum of 725, 782 and 834
LSBs of d respectively are needed in order for the attack to work. These values
are calculated from the following theorem, proven in their paper:
Theorem 5.1 (Blömer-May). For every  > 0, there exists N0 such that for
every N ≥ N0 , the following holds:
Let (N, e) be an RSA public key with α = logN (e) ≤ 78 . Let d be the private key.
Given d0 , M satisfying d = d0 mod M with
1

1

M ≥ N 6+3

√
1+6α+

,

(12)

then N can be factored in polynomial time.
If we apply this theorem to our proposed system, we can determine whether
there is a threat posed to our scheme by this attack. Our modulus N is of size
n = 2048 bits. We have set e = 216 + 1 = 65537. We expose the 768 LSBs of d
and must now calculate what is the minimum number of LSBs required in order
for the attack to proceed.
If N is of length 2048 bits, the smallest such number is 22047 . From the
theorem, if M is sufficiently large (where M denotes the number of LSBs known),
then our system can be broken. In order to obtain the minimum number of LSBs
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needed, set  ≈ 0 and neglect this term completely. We need to calculate the
value of α = logN (e).
α = log22047 (65537)
= 0.0078163273 .

(13)

We can now determine M using (12):
M = 22047

 61 + 31 √1+6α

= 21039.3167 .

(14)

Thus, a minimum of 1040 LSBs would be needed for this attack to work, and
as we only expose 768 LSBs, our system would seem to be secure against this
approach.
5.2

Blömer-May Attack 2

The next attack described by Blömer and May to which our scheme may be
1
vulnerable involves a provable attack for almost all e < N 2 . Here, a vulnerability
is introduced if
1
1
N α+ 2 + ≤ M ≤ 2N α+ 2 + ,
(15)
where 0 < α,  < 1/2 and M represents the known LSBs again. If this is not the
case, then the attack will not work. Calculating as before for our system, taking
α,  ≈ 0 for the smallest number of bits acceptable, we get
1

1

N 2 ≤ M ≤ 2N 2 .

(16)

21023.5 ≤ M ≤ 21024.5

(17)

This in turn gives us
1024

so M = 2
. Thus, the 1025 LSBs of d would need to be exposed to make our
system vulnerable to this attack, whereas we only expose the 768 LSBs of d.
5.3

Blömer-May Attack 3

The final Blömer and May attack which may introduce a vulnerability to our
scheme is based on CRT RSA. The attack enables an adversary to recreate d
given the least significant half of the bits of dp and works for low-exponent RSA
such as e = 216 + 1. In our system, the least significant half of the bits of dp is
only of length 512 bits. We expose the 768 LSBs of d, but in order to determine
the value of dp , it is necessary to know p. Although an attacker knows that the
384 LSBs of p and q are equal, and has access to the value of N = pq, these
values are too large for him to successfully decipher p from this knowledge. The
correctness of each bit that would be guessed would depend on the correctness
of the bit before it. Clearly, the LSB will always be revealed, but we believe that
the value of any further bits is still protected. Thus, our system is secure against
this form of attack.
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5.4

Wiener’s Continued Fractions Attack

Wiener’s attack [19] relies on continued fractions to find the value of d. It is
successful for short secret exponents, which are up to one-quarter the size of the
modulus, N . Our secret exponent is of length 2048 bits, but only 256 of these
are securely hidden. We must investigate whether a continued fractions approach
could expose a vulnerability in this scheme.
Let our secret exponent, d, consist of three sections in which d0 represents
the known 1024 MSBs, d1 the unknown “middle” 256 bits and d2 the known 768
LSBs. Then we have
d = d0 21024 + d1 2768 + d2 .
(18)
This means we can adapt Wiener’s notation and write:

e d0 21024 + d1 2768 + d2 = K lcm(p − 1, q − 1) + 1 ,

(19)

for some K. This gives us
 k
e d0 21024 + d1 2768 + d2 = (p − 1) (q − 1) + 1 ,
g

(20)

where G = gcd(p − 1, q − 1), k = K/ gcd(K, G) and g = G/ gcd(K, G). At this
point, Wiener manipulates the formula to read:
p+q−1−
k
e
=
(1 − δ) where δ =
pq
dg
pq

g
k

.

(21)

If d is small, it can now be found using continued fractions. However, in our case,
an attacker would need to be able to extract d1 in (20) from the sum in order to
be able to launch an attack in this fashion. If d could be expressed as a product
in place of a sum, in which the unknown d1 was less than a quarter of the bits
of N , then possibly an adaptation of Wiener’s attack could be used, but we do
not believe this can be done.

6

Conclusion and Future Work

In this paper, we propose a implementation of RSA in which part of the private key is made publicly available, without allowing an attacker to uncover the
remainder of the private key. We suggest the use of iris readings to securely encrypt the “secret” portion of the private key, in order to increase security. Two
different implementations are described: one involving general RSA, the other
using the Quisquater-Couvreur version. We also explore several possible attacks
on these systems and show that they are resistant to all of these attacks.
Partially hiding the private key allows the decryption process to be completed
more quickly in RSA, which may be advantageous in implementations such as
smart cards. It also allows us to use a biometric such as an iris reading to
encrypt the hidden portion, as there would be insufficient information in an iris
reading to directly XOR it with an entire private key. This system could also be
implemented using a different biometric, or combination of biometrics, an issue
that we may explore further in the future. Thus, we believe there are numerous
potential advantages to this application of partial hiding.
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